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Information technology is the Elephant inthe Room i especially the
boardroom.  Organization s depend on it for routine operations and

future performan ce, and IT problems can have serious consequences.
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Disclaimer

This book was written to provide general guidance and stimulate debate. It should not be

construed as providing professional advice and services for any patrticular or specif ic situation.
Accordingly , it should not be used as a substitute for consultation with expert advisers. Before

making any decision or taking any action you should consult with Infonomics Pty Ltd or other

competent professionals.

Cover photograph

The anc ient Nuffield tractor on a Southern New South Wales Riverina farm has seen better days.

After years of sterling service, itds gone thy way of
date. Overtaken by larger, more powerful, more reliable, more economica I, more flexible and

safer machines, the Nuffield moved quickly from work -horse to spare parts, and eventually,

complete disuse. Now it awaits the interest of collectors who will one day refurbish it to its

former glory, and demonstrate to future generati ons what life was like in days gone by.

The Nuffieldbs story is easy to comprehend, because i

tells us that it is old and tired, and our general knowledge tells us that it has been supplanted
by much more modernap  pliances.

How so would we depict the fate of computer systems of similar age? We cannot see much of
what comprises our oldest operational computer systems i so we have little in the way of
tangible cues to trigger our thoughts about their effectiveness, v alue, reliability and safety.

Perhaps this book will help us to develop much needed perspective, and become more effective
in asking questions and making decisions about how our organizations use information
technology.

Photograph by Mark Toomey, using a Sony Alpha digital SLR, witha Sony  35-70 lens in auto mode.
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This wor k is dedicated to the memory of

Brian Minchin, cMC !

Wit hout Briands encouragement, this book may neve
Briands boundl ess ener gy nafiledloutdycancenis Deaesnber 20@8r e s
His work was not finished.
Just one year earlier, at Brian6s | akeside cabin north

He never read a page of it, but he was committed to the ideals that it presents.

We see k a better world 7 a world of peace and prosperity.
Information Technology, well used, can contribute greatly to our achievement of such ideals.

Through better, more responsible, and effective decision making and control, we can make
better use of informat  ion technology , and we can improve the world

This book aims toimprovethe success of al busineds and goeerninehtd s organization s
in their use of IT. But the change does not come from my writing the text. It comes from you,
critically assessin g what you do, and improving it where appropriate. All | can do, with the
encouragement of my friends, is share with you some ideas.

! Certified Management Consultagta qualification administered by the Canadian Association of
Management Consultants.
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Standards are generally required
when excessive diversity creates
inefficiencies or impedes
effectiveness

Edward W. Hammond and James J. Cimino,
Standards in Medical Informatics (Springer, 2001)
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Foreword

Governance of ITis attime s afflicted by alarmingly contagious outbreaks of insanity and is
subservient to a proliferation of academic theories and practical solutions - many of which claim
to possess the IT Governance panacea and yet these are often seen at odds.

Expeditious tech nological change punctuates modern business in Australia and abroad yet the

i mplications and outcomes of its impact on aimverdiongani zat
are yet to be demonstrated through research intelligence. As a senior academic and  consultant

working with a multitude of practitioners riding the high and low tidal waves of rapid change in

their organizations | see two core variables impacting on sustainability of how organizations

Govern their use of IT. These core variables are orga  nizational climate and culture which reside

on the same continuum. Climate is more grounded in individual consciousness (perceptions)

and culture is largely preconscious or more to do with tacitly held values, attitudes and beliefs.

There is congruence b etween culture and climate where the key behaviours for Governance of

IT requires embedding within both of these key concepts across the various organizational

layers. 2

Waltzing with the Elephant is the first authoritative book providing insight into Gove rnance of IT
that is pitched across organizational layers from CEO to shop floor level in both industry and

academic contexts. Thus, this unique feature fast -tracks the transportability and understanding

of IT Governance values, attitudes and perceptions that may be implemented across an

organizato n6s cl i mate and culture | evel s.

This timely book provides an integrated approach to the conceptualization and application of IT

Governance leadership, accessible to one and all, where the IT Governance dance is performed
with others thereby facilitating the recognition and appreciation of its value. i Dondét be shy:
take the lead; for the experienced 6Toomey Bandd is pla

Adela J McMurray, PhD

Assistant Dean, Research & Innovation

College of Business, RMIT  Business Melbourne.
Email: Adela.M cMurray@rmit.edu.au

>McMurray, A.J. (2003) The Relationship Between Organizational Climate and Organizational Chéture. T
Journal of American Academy of Business, Vol 3, No 1).
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Business | eader 6s p e r: apWightwickv e

Today, as anon -executive public company director, and previously as CEO of a large listed
international company, the effective control and efficient u se of IT systems has been a critical
it eop-the-mi ndo i ssue for me.

Why? Since | first became seriously involved with IT in 1967, | have been involved in the
fantastic benefits of successful IT projects, but also exposed to some classic failures.

What co ntinues to amaze me is the extent of major IT failures. Indeed | would go so far as to

say most large IT projects which have come to my attention have had major problems involving

one or more of significant cost over -runs, extremely late delivery, and fai lure to meet original
project scope objectives.

Given this prevalence of failures, and the often near catastrophic impact on businesses, | have

been intrigued as to why IT governance never seems to get the same prominence at board level

(and sometimes even  at CEO level) as financial systems management and reporting,

remuneration and HR reporting, etc. Even with the current emphasis on risk analysis and

reporting, I' T is often mentioned only in terms of AWhat

Yet, paradoxically, | woul  d contend every CEO and every director now accepts the criticality of
IT systems to the very core activities of all business transactions and financial reporting.

I can only conclude there is a mystique, maybe fear, surrounding IT that sees many boards

being satisfied with simple assurances from the CIO or CEO, and auditors. It may be the jargon

(At ecthalbbl ed0 according to Mark Toomey) being over whel mi
being seen to ask dumb questions or just plain ignorance of the real risk S.

Whatever the reason, there is a desperate need for more thorough and effective IT governance
in each and every organization dependent on IT systems.

Probably the worst IT catastrophe of which | hand first -hand knowledge involved a top 50 listed

company in which | worked. Newly appointed top management had decided the 60 strong IT

depart ment (who had been running a hitherto ver-y succes
fashionedd to bring the company into the fAnewent T ageo.
group of a now non  -existent international accounting firm to write a completely new sales and

accounting system. A relatively low -level steering group was to regularly review the project,

but not one person from the IT Department was involved in the project design or control.

The project team from the accounting firm were relatively young, and no one with extensive
experience hadanyhands -on i nvol vement. Worse, the external team
other customersé project needso.

Before long, it  began to be recognized by a few of us not on the steering committee, that the

project was going out of control. Eventually, after over 12 months of work, the code for the

project to -date, with not one word of documentation, had to be (embarrassingly) hand ed over

to the companyés I T departmentoés chief. He and his tea
get it up and running. Needless to say, bitter recriminations and bad feelings abounded, apart

from the impact of the huge time and cost over -run.

One more recent significant IT experience was when | was CEO of a large listed international
company. We embarked on a 2+ year, A$70M project to replace all financial, sales,
manufacturing, warehousing and distribution systems with a selected proprietary software
package. Based on extensive business experience with major IT project experiences since the
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early 197006s, and a s homwd rpeesrtirowc toufr ifichganadsd directing of a |
department, | was convinced that the CEO should chair the Steering Commit tee for this
pervasive IT Project.

| was certain it was necessary to elevate control to this level to ensure a sufficiently detailed

scope was conducted, a thorough software supplier selection procedure was followed, an

experienced and disciplined project manager was appointed (with major non -1T capital project
experience in this case), and importantly major milestones were achieved on time and within

budget. By far the biggest danger was recognized as the lack of control over proposed

variations to proje  ct scope, with the consequent danger of cost and time blow -out.
A major international software supplierbés package was select
specified the | east possible ficustomizationo of the package

coststoam inimum. Mid -project scope variations were subject to such a high level and
rigorous review that it was soon realized only those absolutely critical to project success should
ever be proposed.

Even with this level of control, the project ran into big hurdl es, mainly due to a couple of key

modul es of the software supplierds systems not performing as
confrontation, but with the high level of governance via the CEO and the steering committee,

the supplier was simply forced to meet th eir contract obligations without cost penalty.

The project came in on time, to budget, and, importantly, performed satisfactorily.

During this time, the board of directors also appointed one of their number who, fortunately,
had IT experience, to review th e project throughout the whole process. This director attended
regular steering committee meetings, and independently reported back to the board.

The example quoted emphasizes IT governance as it relates to projects. Of equal board and

CEO concernis the governance of existing IT systems. The board and CEO must keep informed
of the currency, capacity and support of hardware and software and respond to systemic
inadequacies identified by auditors.

Boards should devote close attention to the IT strategic p lan, assigning similar weight to that of
other strategic business plans (for markets, products, production, etc.). This may encompass
such critical issues as future IT development, more effective use of data and systems to

enhance competitiveness, IT back -up adequacy and whether to outsource IT in whole or in
part.
Clearly the purpose of Mark Toomeyds text is to promote the

It is commendable in this regard, but is only the beginning.

Company director (including CEO) educa tion courses and regular director briefings will need
appropriate attention with provision of simplified explanatory material and check -lists, as well as
encouraging the de  -mystifying of the whole business -critical IT issue.

lan Wightwick, 3 July 2009.

lan Wightwick is Chairman of Plantic Technologies. Until February 2003 he was Managing Director and Chief
Executive Officer of PaperlinX Ltd, which went public under his stewardship in 2000 , became a top 100
public company in Australia and wentonto becomet he largest international paper merchant . His 50-year
career span s technical, marketing, production, consulting, general management and chief executive roles in

the oil, chemical, food and paper and packaging industries. His current activities include inve stment
management, consulting and mentoring (both at national and international level).
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Preface

Information Technology is AThe EI @npheaRoomoi especially the boardroom. During the

past few years, v eterans of the boardroom have said , with absolut e conviction: Al T shoul d only
be discussed regularly by boards of banks and airlines T as those businesses clearly depend on

ito; and Al T should only be discussed in the boardroom

By contrast, advisors, researchers, professio nal bodies and now even peak boardroom

organization s (the King Il report from the Institute of Directors in South Africa contains specific
guidance regarding directors duties in respect of IT) are saying the directors should have

effective oversight of th  eir organizaton 6 s | T.

Recent e xperience of serious problems with IT in numerous organizations, large and small, in all

fields of endeavour, make s itclearthatITis critical to both daily business activity and to future
performance. The boards of many s uch organization s may well wish that they had been better
equipped to understand and control the situation with IT well before the problems became

disruptive, debilitating and in some cases, absolutely destructive.

Directors are in a very difficult situati on. How do they understand, direct and control their
organization 6 s use of | flen vwhe distussoa is laced with techno babble, impossible to
understand and encased in vague assurances of val ue that might be delivered? Directors the
world over str  uggle to know how to control IT. But, knowing thattheir = organization s may be at
risk of IT failures, and that an enormous percentage of all IT investment projects fail, h ow do
directors fulfil their obligations to shareholders and the law, when informati on technology

involves so many unknowns?

Business executives often face similar problems. With no direct background in the IT space,

how do business leaders ensure that they are using IT in the most appropriate way, extracting
the full benefit of new IT i nvestments, maintaining the operational viability of the business, and

providing the board with the right informat ion about IT to enable the directors to discharge their
duties?

The answer was supposed to be Al T Gover n aeafielcade. But inc
suggesting that AT Governance 0 has failed . D espite substantial investment, there has been

little, if any, tangible increase in success of projects, or reduction in business -damaging failures

of established IT systems.

Why has Al T Gdaled> mhsuggesetiat the mostfundamental reason is that it has
dealt only with one side of the problem i the supply of IT. It has been focused on controlling

the IT supply function, and has not given enough attention to the way that demand for IT is

controlled, from the top of the organization . Inlanguage terms, it has been fairly simple AT
Go v e r n a has epirated inthe space of IT i disenfranchising the business leaders it was
supposed to help.

That 6s why | SOwakde®loB® Tiestan dard addresses the problem differently i
not from a supply perspective, but from the perspective of how the organization uses IT . Use,
or demand, should drive supply i not the other way around.

From its release on 5 June 2008 , ISO/IEC 38500 has been haile d by observers as a landmark, if
for no other reason than its clear definition for governance of IT

But | SO/I EC 38500 is very different to prleigbriefuis treat me
only 15 pages long , and devoid of any instructions about how to organise and run IT. How can
it then be used to achieve its goals i tohelp organization s achieve effective, efficient and
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acceptable use of IT and thus to both reduce the waste of failed projects and increase the value
of projects that do succeed?

Considered in isolation, and in the hands of those who have limited experience at the top of
organization s, ISO/IEC 38500 may seem superficial and narrow. But the years of work that

went into developing the standard were not aimed at emasculating it. Rather , by driving to
condense it into the foundation concepts that it presents, the authors of ISO/IEC 38500 created

an immensely powerful frame of reference in which to consider all aspects of how organization s
use, and make decisions about their information t echnology.

Effective governance of IT will rarely be achieved by simply following a generic framework T any
more than a basic accounting system alone is sufficient for monitoring and controlling an

organization 6 s f i n ®athereitsequires fundamental thinking about  the issues that are
important , and it requires that the leaders of the organization behave in ways that maximise the

value and contain the risks in their current and future use of IT

Effective governance of IT would also be unlikely if the various parties inan organization were
deriving their expectations from diverse guides . Waltzing with the Elephant is specifically
designed to eliminate that problem. It is written for a wide spectrum of audience i from the

non -executive chair of alarg e listed corporation, to the permanent head of a government

agency, to top executives, business managers, IT professionals and consultants , researchers,

academics and students. Its language is not bland, but it does avoid needless jargon. Its

anecdotes a re notsynthetc 1t hey are drawn from the authordés real

Waltzing with the Elephant helps those who want to identify the issues that are important in

their organization s and understand the critical elements of governing IT in the organizat ions for
which they are responsible. It bridges the gap between the boardroom and those responsible
for the detail by explaining the nature of a system of governance, spanning seamlessly from the

top of the organization to the coalface.

For directors and  senior executives, Waltzing with the Elephant give new insight to what should

be happening in respect for future planning, delivery and operational use of IT T equipping them
to ask pertinent and timely questions, and to cut through the babble to the core issues of
concern to them.

For managers, whether senior or junior, responsible for business or technology issues, Waltzing

with the Elephant aims to expand awareness and understanding i to help them think about

what things should be happening and how they should be happening. It should be seen as an

essential companion to frameworks for directing and controlling their organizaton 6 s wusei of |
to be used when establishing the frameworks and again when evaluating and improving them.

For technology speciali  sts, Waltzing with the Elephant lays bare the role of the business in

defining how it will use information technology in pursuit ofthe  organizaton 6 s objecti ves,
provides the hooks for designing and implementing an effective approach to controlling an d

directing IT use that goes beyond engaging the business, to putting the business in its vitally

important role of leadership.

Waltzing with an Elephant requires a very clear and shared understanding of who is doing what ,
and the absolute engagement of al I who are participating in the dance. So does governing
information technology.

Mark Toomey
August, 2009.
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How to use this book

Dancing w ith the Elephant was written with a single goal i to improve governance of
information technology use in all organization s.
It is a book for everybody, because in most organization s, everybody is involved, to some

extent, in the use of IT.

It is particularly a book for those who have significant responsi bility for the success of IT use T
including especially those who may not have been aware of, or understood their responsibility.

Itis writtento  build a shared and consistent understanding of concepts that have been , in many
cases, poorly understood and  greatly confused. It is designed to progressively build a

consistent understanding of the topic I directing and controlling the use of IT in most

organization s.

Skim the book to gain a first impression of the breadth and depth of subject matter it explore S.
While ISO/IEC 38500 condenses governance of IT into just 15 pages, that first scan should

leave you convinced that a comprehensive approach to governance of IT should deal with many

topics .

Read the book from cover to cover, to gain a comprehensive pic ture of what can be important in
governingan organization 6 s use DdndtT.skip the parts that you think
you in later conversation with others to have a common frame of reference. Even if you do

know the core concepts, it shoul d be useful for you to see how they are explained to others who
are not so well informed. Remember, one of the greatest barriers to communication is the
absence of common language, and one purpose of both this book and ISO/IEC 38500 is to

establish thatc ommon language.

Mark up the parts that are significant for you and explore them further. These may be matters
that you have not considered in the past and now seek to understand better, or they may be
new ways of looking at and understanding issues that h ave caused you concern.

Raise questions for topics on which you think there may not be sufficiently answers or adequate
attention in your  organization , and follow through on those questions. Get answers and decide
from there whether further action is requ ired.

Compare the way that your organization plans, implement s and operate s its use of IT with the
practices and behaviours described. Consider whether and to what extent there are differences,
and evaluate the potential consequences of those differences.

Refer back to the book regularly to reinforce and challenge your thinking on aspects of
governing IT that are significant for you at the time. At different stages of your job, you can be
sure that different topics will be important.

Build checklists for  yourself to help in your role, whatever it is, to help you confirm that you
have done the important things, asked the relevant questions, and addressed the relevant
issues.

Buy ISO/IEC 38500. Obviously, this book cannot reproduce the standard, and nor sho uld it
replace the standard. The standard presents the formal guidance. This book is here to help you
understand that guidance and work out how to apply it in your situation. Read the relevant

sections of the standard in conjunction with the correspondi ng chapters in Waltzing with the
Elephant, to ensure that you get the connection.
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1 The problem with information technology

Whether we like it or not, information technology has become ubiquitous and essential in both
ongoing operation and strategic devel opment of aimost all  organization s. But information
technology is troublesome T it can and frequently does go wrong and the consequences of
failure can be serious.

1.1 The risks inherent

A Special Report in the Financial Times  (Tiem an, 28 May 2008) leads with an article titled

iSweeping away a sectorod6s chaoso. The article reports
banking system on information technology, but points out that in some instances, the critical

systems at the core are an  cient and a source of unacceptable risk. It says that one major UK

bank6s systems still calculate in the old sterling curr

years after the nation converted to decimal currency.

But it is not merely the age of the sys tems that worries the Financial Times. The article goes on
to say that while technology has enabled banks to process ever -increasing volumes of
transactions, and to introduce more complex and sophisticated products, the lack of

comprehensive coverage ins  ystems means that new areas of risk are emerging. Specifically, it
suggests that the 2007/8 credit crisis may be in part attributed to weakness in risk

management, where exposure to risk has become remote from the risk itself and is thus both

poorly under stood and virtually impossible to monitor.

National Australia Bank has first -hand experience of the risks inherent in using information

technol ogy. I n 2003, the bank experienced substanti al
options tr aa four guirency tradérs slbsequently faced criminal proceedings, the

consequences for the bank were far -reaching, climaxing in the resignation of the Chief Executive

and a complete, though progressive, spill of the entire board of directors. The bank was subject

to increased supervision by the government regulator, and was required to undertake a number

of mandatory improvement programmes. The role played by IT in this situation was remarkable

not merely because the irregular trades were facilitated by we ak controls in the IT systems, but

also because of a lack of adequate controls in the processes for controlling change to the IT

systems. An investigation (Australian Prudential Regulatory Authority, 2004) found that the

trade rs requested, and were given, new features in their systems that enabled them to bypass

standard review procedures and to extend the depth of their irregular trades while avoiding

detecti on. They called this feature AalgtadughtS3auaskr ender 0,
what it was for, or why it was needed.

There are many examples, in all markets, of the risks that are contained within information

systems used in all sectors of government and industry. The range of risk clearly extends

beyond the mere  possibility that an anticipated benefit will not be attained. As examples cited

above, and numerous other well -documented and comprehensively researched situations have
demonstrated, the current and future use of information technology includes significa nt risks for
individuals, communities, corporations and governments. It is arguable that the scope of risk

today extends to the environment and the entire world.

One does not need to go to specialised press to find examples of IT disasters:

x  British Gas su ed Accenture for £182Million (Daley, 2008) . Reports say that a failed
project to develop a new billing system resulted in the company losing a million customers
and having to employ 2,500 additional staff for two years;
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